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Why we are doing this

The purpose of CU Secure is to provide an extra layer of security to your account when using
VPN services to help prevent attackers from using your password information to access CU
resources.

CU Secure uses something you know (your password), something you have (your computing
device or phone), and somewhere you are (on or off campus), to validate that you are the
approved person to access CU resources.

The following are the instructions for using CU Secure for VPN on a Windows PC and a Mac.

Register for CU Secure

1. Install Duo Mobile to your mobile device from the Apple App store, Google
Play or the Microsoft Store.

Important! There are multiple Duo apps. Please install the Duo Mobile
app with the green logo, as shown.

2. Enroll for CU Secure by clicking on the access portal for your primary campus:

Important! You cannot be connected to the CU Denver or CU Anschutz trusted
networks to access to these portals or they will show an error.

a. CU Denver: https://dc-vpn.ucdenver.edu
b. Anschutz Medical Campus: https://amc-vpn.ucdenver.edu

3. Login with your CU network username and password.

@ Denver | Anschutz Duo Authentication

Web login

Please sign in with your university credentials.

@ pener|ansciz Protect Your CU Secure Account
NWhat is this? CF

Username or email
rity of your account by using

ts anyone but you

from accessing your account, even if they know your password.
Password
This process will help you set up your account with this added layer of

SEeCuUrty.

i
Login

Forgot your password?

Need help?

@l Office of Information Technology

UNIVERSITY OF COLORADO
DENVER | ANSCHUTZ MEDICAL CAMPUS


https://dc-vpn.ucdenver.edu/
https://amc-vpn.ucdenver.edu/

4. Select your preferred device type to receive the authentication request from the Duo
application. We recommend using your mobile device, if possible.

Duo Authentication

@j Derver | Anschutz
What is this? ¥

What type of device are you adding?

@ Mobile phone RECOMMENDED
Tablet (iPad, Nexus 7, etc.)

Landline

5. If you've selected a mobile phone, input the phone number of the device and select the
type of phone.

Duo Authentication

@j Derver | Anschutz
s this? F

Enter your phone number

nited States A

| ]

ex: (201) 234-5678

/ You entered [ g g
(=]

s this the correct number?

Duo Authentication

Dwrver | Arschuts -
i What type of phone is

Phone

Ane 0vd

Windows Phone

Ochet 1»
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6. If you've chosen to authenticate using a mobile phone or tablet, install the app for your
device from the iPhone App Store or Google Play for Android. Search for Duo Mobile.

& Google Play Q

Duo Mobile
Duo Security, Inc.
Business
UNINSTALL OPEN

What's new ®
Last updated Nov 30,2018

At Duo we care about your privacy. This update adds
anonymous usage analytics that will help us understand how
you use Duo Mobile. We utilize this analytics data to impr

Read more

Rate this app
Tell others what you think

Write a review

Developer contact A

® Wwebsite

Email

support@duosecurity.com
- lﬂh . 2

7. After installing the smart phone app, scan the barcode to activate and link to your phone.

Duo Authentication

@] Denver | Anschutz

What is this? CF

Activate Duo Mabile for Android
Add a new device 1. Open Duo Mobile.
2 Tap the "+" button.

My Settings & Devices

Need help? 3. Scan this barcode.

Or, have an activation link emailed to

You Instedd.

=

b
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8. Choose your preferred authentication method and Save your preferences.

Duo Authentication

@ Derver | Anschuz My Settings & Devices

What is this? €f
Add a new devike - ]
Ak Sarrtite B Dhavlret ) Android Device Options

Installing the VPN desktop client

Windows computing device

Each campus has its own VPN access portal: https://dc-vpn.ucdenver.edu and https://amc-
vpn.ucdenver.edu. Using a Windows PC computing device, login in to your campuses’ access
portal as follows:

1. Copy and paste the access portal installation link for your campus into your preferred

browser.

s New Tab X —+

C O @ hitps:)//amc-vpn.ucdenver.edu

i1 Apps @ E-Directory 2 Home/EMS RgN Office365 W Qualtrics @ Techsm
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2. Login with your network user name and password.

@} Denver | Anschutz

Web login
Please sign in with your university credentials.

Username or email

Password

Login

Forgot your password?

Need heip?

3. Select your preferred Duo authentication method.

a. Duo Push:

Duo Authentication

&y Denver | Anschutz Choose an authentication method

iJ] Duo Push RECOMMENDED
Q call me

[5 Passcode

Remember me for 12 hours

Enter a Passcode

Duo Authentication

@ Derver | Anschutz  Dyeice: | Lo g
What Is this? O¥
Add 3 new device
My Settings & Devices
Need help? 7| Duo Push rzco
- L=
- Passcode

Pushed a login request to your device_

& Login Request

-

Acme Corp
Acme Web App

Q

s

robsmall

©
March 3, poeteaa-ansta

i Click Approve to
""" authenticate for
VPN.

v/

Approve

b
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b. Call Me:

Duo Authentication

% Denver | Anschutz
What is this? [F

Add a new device Choose an authentication method
My Settings & Devices

Need help? E Duo Push recoMMENDED Send Me a Push
@ Call Me Call Me |

5 Passcode Enter a Passcode

Device: | Android pooeox-1713) [v]

[[] Remember me for 12 hours

Duo Authentication

@ Demver | Anschitz  Doyice:  ansron pooooc 713 ~]
What is this? [§
Add a new device Choose an authentication method
M! Se[tings&[)ewces
Need help? [7] Duo Push recommenpen

D call Me

_ Passcode

D Remernber me for 12 hours

Dialing YO4-XXX-1713... Cancel ‘

Duo Authentication

@ Denver | Anschutz Device: | Android (00:-XXX-1713) ]
What is this? [7
Add a new device Choose an authenticatic o
My Settings & Devices
Need help? [#] Duo Push RecoMMENDED

D call Me

7 Passcode

[[J Remember me for 12 hours

Answered. Press any key on your phone to log in.

Duo dials your
registered phone.

Press any key on
your phone to
authenticate to

VPN.

b
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@m0

¢ (313)449-8058

c. Passcode:

Duo Authentication

Mobile

&y Denver | Anschutz Choose an authentication method
What is this? O .
Add a new device [zl Duo Push RECOMMENDED Send Me a Push
My Sertings & Devices
Need help?
— Q@ call Me Call Me
|

[5 Passcode Enter a Passcode

Remember me for 12 hours

7-digit code is
texted to your

phone.

CU Secure - SMS passcodes (will expire in . ]
1 5 minutes): 1165693 Allthelltlcatlon
+ Type a message @ \./
Android (XXX-XXX-1713) E
. # \L

—roos— an authentication method

Devices

Need help?

=0

Duo Push RECOMMENDED Send Me a Push
Q@& call Me call Me

1165693 Log In

D Remember me for 12 hours

Enter a passcode from Duo Mobile or a text. Text me new codes X

Click Enter a
Passcode to
authenticate via
text.

You have 5
minutes to enter
the passcode
texted to your
phone and click
Log In.

b
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4. Once authenticated, you will be directed to the Palo Alto website to download the
GlobalProtect VPN client that is appropriate for your computer.

Important! Be sure to select the appropriate download for your Windows device! If you
are not certain which agent to download, please contact the OIT Service Desk at oit-
servicedesk@ucdenver.edu for assistance.

& Secure | https://amc-vpn.ucdenver.edu/global-protect/getsoftwarepage.esp

paloalto

NETWORKS*®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

5. Look for the agent download file in our browser’s download window or your Downloads
folder. Double-click the .MSI file to install.

.1% GlobalProtecté4.msi 9/11/2018 11:27
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6. Follow the prompts through the installation process:

a. Inthe GlobalProtect Setup Wizard screen, click Next.

_.
il

Welcome to the GlobalProtect Setup Wizard paloalto
.“

M T WS

The installer will guide vou through the steps required to install GlobalProtect w4.1.6 an wour
computer.

WARMNIMNG: This cormputer program is protected by copwright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it meay result in sewvere civil
or criminal penalties. and will be prosecuted to the maximum extent possible undear the laww.

b. Select where you would like the application to be installed. We recommend
keeping the default folder location.

Select Installation Folder paloalto

N T VRS

The installer will install GlabalProtect to the following folder.

Toinstall in this folder. click "MNext". To install to a different folder. enter it below or click "Browse".

Eolder:
ChProgram FileshFPalo Alto MNetworks\GlobalProtect, | Browse... |
| Dislk Cost... |
Cancel | | < Back | | Plext >

c. Click Yes when asked if you want to install the software (pop up window-not
pictured).

@l Office of Information Technology
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d. Click Next to confirm the installation.

Confirm Installation

paloalto

P T O

The installer is ready to install GlobalProtect on wour camputer.

Click "Mext" to start the installation.

| Cancel | | < Back | | MNext >

7. Close the installer following successful installation.

Installation Complete

paloalto

GlobalFProtect has been successfully installed.

Click "Closea" to exit

@l Office of Information Technology 11
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8. Start GlobalProtect VPN. In your task bar, find an icon that looks like a globe. You can
also access GlobalProtect VPN under All Programs > Palo Alto Networks > Global

Protect.

y Paint 3D
)

B a0 Atto Networks

9‘5 GlobalProtect
ﬁ PanGPSupport

[ 1]
.‘ People

w Photos

Pd PowerPoint 2016

Pal Publisher 2016

L fiype here to search

9. Enter your campus portal address — either amc-vpn.ucdenver.edu or dc-
vpn.ucdenver.edu and click Connect.

GlobalProtect 0

@l Office of Information Technology
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file://///LEXUS/grantsh$/Projects/CU%20Secure/Documentation/amc-vpn.ucdenver.edu
file://///LEXUS/grantsh$/Projects/CU%20Secure/Documentation/dc-vpn.ucdenver.edu
file://///LEXUS/grantsh$/Projects/CU%20Secure/Documentation/dc-vpn.ucdenver.edu

10. Enter your network username and password (NOT your email address).

% Denver | Anschutz

Web login

Please sign in with your university credentials.

Username or email

Password

Fnront vonr nac.qumrrl')

11. Select your preferred Duo authentication method.

&

GlobalProtect Login

Duo Authentication

% Denver | Anschutz
What is this? [F

Add a new device

My Settings & Devices

Need help?

Choose an authentication method

E Duo Push rRecOMMENDED
Q) call Me

[5] Passcode

[0 Remember me for 12 hours

Send Me a Push

Call Me

Enter a Passcode

b
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12. Respond to your Duo Authentication.

13. You are now connected to your campus’s network through VPN. Right-click the
GlobalProtect globe in your Windows task bar to verify connection.

GlobalProtect Q

Connected
You are securely connected to the

corporate network

Gateway dc-vpn v

11:26 AM
L]

o Tg & w7 %
i e BRE® Z & oons

@l Office of Information Technology
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Apple computing device

Each campus has its own VPN access portal: https://dc-vpn.ucdenver.edu and https://amc-
vpn.ucdenver.edu. Using an Apple Mac computing device, login in to your campuses’ access
portal as follows:

1. Copy and paste the access portal installation link for your campus into your preferred
browser and enter your network login credentials.

<« C {7t | & Secure | https.//dweb-ucd.ucdenver.edu/login.php

i Apps 5 Marissa & Chrome [ES Mommy [E5 Makayla [I§ Wonderopolis

@j‘ Denver | Anschutz

Web login

Please sign in with your university credentials

Username or email

Password

Login

Forgot your password?

Need help?

@l Office of Information Technology 15
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Install Duo Mobile on your iPhone through the App Store.

weeno ATET LTE 11:54 AM ¥ 76% El

€ Back ﬂ']

Duo Mobile (<]

Duo Security »

¥ % (15)

© otters apple watch App

m Reviews Related |

iPhone
S BT
@ P o - -
v [T Te— = 976984

D onnn TR L

[

X
[it]
0
.

Search

Select your preferred Duo authentication method. Refer to the preferred method details
under the Windows PC installation section for functionality of each method.

& C () | & Secure | https://dweb-ucd.ucdenver.edu/oam/server/auth_cred_submit

i Apps 5 Marissa G Chrome £S5 Mommy [ES5Makayla [fj Wonderopolis

Duo Authentication

(& Denver | Anschutz

What s this? Cf

Add 2 new device
My Settings & Devices
Need help?

Choose an authentication method

] Duo Push recommenden

D Call Me

[/ Passcode

Remember me for 12 hours

Send Me a Push

Enter a Passcode

b
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4. Once authenticated, you will be directed to the Palo Alto website to download the
GlobalProtect VPN client that is appropriate for your computer.

Select Download Mac32/64 bit GlobalProtect agent to install on a Mac.

@& Secure | https://amc-vpn.ucdenver.edu/global-protect/getsoftwarepage.esp

paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

@l Office of Information Technology
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5. By default, the installer is downloaded to your Downloads folder. Go to Finder and
double-click GlobalProtect.pkg.

Introduction
Destination Select
Installation Type
Installation

Summary

‘@ Install GlobalProtect =)

Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this
software.

Continue

6. Select where you would like to install the software.

p— -

@ ‘e Install GlobalProtect -
Select a Destination
introdiction Select the disk where you want to install the GlobalProtect
software.
@ Destination Select
Installation Type - il
= A
Installation “
Summary
Macintosh HD
99.01 GB available
249.77 GB total
Installing this software requires 22.4 MB of space.
You have chosen to install this software on the disk “Macintosh
HD".
Go Back Continue
@l Office of Information Technology 18
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7. Check the box for GlobalProtect.

r

[ ] « Install GlobalProtect a

Custom Install on “Macintosh HD”

Package Name Action Size
Introduction GlobalProtect Upgrade 22.4 MB
Destination Select Uninstall GlobalProtect Skip Zero KB
Installation Type
Installation
Summary

Space Required: 22.4 MB Remaining: 98.99 GB
Go Back Continue

8. Click Install to begin the installation.

[ « Install GlobalProtect
Standard Install on “Macintosh HD"

. This will take 22.4 MB of space on your computer.
Introduction P Y P

Destination Select Click Install to perform a standard installation of this software
; on the disk “Macintosh HD".

Installation Type

Installation

Summary

Change Install Location...

Go Back Install

@l Office of Information Technology
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9. Enter your network credentials and click Install Software.

W Install GlobalProtect

e odll () yourpasewordsoationthis,

o Destin g

o Installat Username: \ ‘

© Install Password: | |
Summa

Cancel Install Software

10. Close the installer.

& Install GlobalProtect

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation

Summary

The installation was successful.

The software was installed.

Close

b
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Note: If you are running High Sierra, you may need to complete the following steps. If not, skip
to step 14.

11. Open System Preferences.

12. Click on Security and Privacy.

New
s

General

Displays

2

iCloud

n

Users &
Groups

v

Vo

Profiles

13. High Sierra may generate a message informing that PaloAlto installed software and
asking whether you would like to allow. Click the box to allow the software installation.

Desktop &

Screen Saver

Energy
Saver

@)

Internet
Accounts

®

Parental
Controls

Dock

Keyboard

Extensions

(A

App Store

System Preferences

Mission
Control

Mouse

@

Network

¢

Dictation
& Speech

Language
& Region

Trackpad

0

Bluetooth

N
=

Date & Time

Security
& Privacy

-

Printers &
Scanners

®

Sharing

Startup
Disk

‘;;!’ ®

Spotlight Notifications

\

Sound

Time Accessibility
Machine

b
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14. At the top of your Mac, you should see an icon that looks like a globe. Click on the globe.

15. Enter your campus VPN access portal address: dc-vpn.ucdenver.edu or
amc-vpn.ucdenver.edu

Welcome to GlobalProtect
Please enter your portal address

U ]

16. Log in with your network username and password.

@j‘ Denver | Anschutz

Web login

Please sign in with your university credentials.

Username or email

Password

Login

Farnnt volir nacewnrd?

@l Office of Information Technology 22
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/Users/mimidell/Desktop/dc-vpn.ucdenver.edu
/Users/mimidell/Desktop/amc-vpn.ucdenver.edu

17. Select your preferred authentication method.

[ NN GlobalProtect Login

Duo Authentication

@ Denver | Anschutz  Choose an authentication method
What is this? (4 -
Add a new device (2 Duo Push recommenoen Send Me a Push
My Settings & Devices

Need help? s
TSR Q call Me Call Me

[ Passcode Enter a Passcode

Remember me for 12 hours

18. After completing your authentication method, you will see a Connecting screen.

Connecting...

Disconnect

%‘ Office of Information Technology
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19. You are now connected to your campus’s network through VPN.

GlobalProtect °

Connected

You are securely connected to the
corporate network

Disconnect

Gateway ‘ dc-vpn v
=

Updating your Duo profile using the self-service portal
Duo provides a self-service registration portal that allows you to add and remove devices, as
well as update your authentication preferences. Perform the following tasks to add a devices or

update your preferences.

1. Log into CU Secure by clicking on the access portal for your primary campus:
a. CU Denver: https://dc-vpn.ucdenver.edu
b. Anschutz Medical Campus: https://amc-vpn.ucdenver.edu

@l Office of Information Technology 24
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2. Login with your network username and password.

@]‘ Denver | Anschutz

Web login

Please sign in with your university credentials.

Username or email

Password

Login

Earant vniir naccwnrd?

3. Click Add a new device or My Settings & Devices in the left-hand navigation.

@]‘ Denver | Anschutz Denver | Anschutz

What is this? O3

Add a new device

My Settings & Devices
Need help?

Device: | Android (XXX-Xxx-1713)

Choose an authentication method

I_;] Duo Push recoMMENDED
Q call Me

(5 Passcode

Send Me a Push

Call Me

Enter a Passcode

b

Office of Information Technology

UNIVERSITY OF COLORADO
DENVER | ANSCHUTZ MEDICAL CAMPUS

25



4. Authenticate using your preferred method.

@] Denver | Anschutz
What is this? 3

What type of device are you adding?

AdS _k new device
Mobile phone RECOMMENDED
My Settings & Devices

Need help? Tablet (iPad, Nexus 7, etc.)

@ Landline

5. Select the type of device you are adding from the available options and click Continue. In
this example, we are adding a work phone.

@ Denver | Anschutz

What is this? ¥

What type of device are you adding?

Ad<_h new device

Mobile phone RECOMMENDED
My Settings & Devices
Need help? Tablet (iPad, Nexus 7, etc))

@ Landline

@l Office of Information Technology 26
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6. Enter the phone you would like to add and click Continue.

@) Donver | Anschutz Enter your phone number
What is this? 7

Add a new device United States v

My Settings & Devices

Need help?

+1 3037244825I v

Example: (201) 234-5678

Extension:

¥ You entered (303) 724-4825. This number already exists,
replace it?

Back Continue

Note: You can enter an international number by selecting a different country from the
country drop-down.

7. You new number is added.

Duo Authentication

@ Denver | Anschutz My Settings & Devices

What is this? ¥

Add a new device @. D o
id 303-842-1713 evice Options
My Settings & Devices Android 303-842-1713 i
v

Need help?
%> Landline 303-724-4825 Device Options
+ Add another device

Default Device: | Android 303-842-1713

When | log in: Ask me to choose an authentication method v

Note: You can set defaults for your preferences for your devices and login method.

@l Office of Information Technology
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a) Select your default device.

Duo Authentication

Denver | Anschutz
What is this? [§

Add a new device

My Settings & Devices
Need help?

My Settings & Devices

3 Android 303-842-1713

Q, Landline 303-724-482

w

Device Options

+ Add another device

Default Device: | Android 303-842-1713 v

Android 303-842-1713
When llogin: [ Landline 303-724-4825

b) Select your default contact method.

Duo Authentication

Denver | Anschutz
What is this? ¥

Add a new device

My Settings & Devices
Need help?

My Settings & Devices

) Android 303-842-1713 Device Options

Qs Landline 303-724-4825
v

+ Add another device

Default Device: | Android 303-842-1713

When I login: | Ask me to choose an authentication method

Ask me to choose an authentication method

Automatically send this device a Duo Push

| Automatically call this device

Office of Information Technology
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Troubleshooting tips
VPN Access Portal

Q: Do I need to reinstall the VPN access portal client each time | connect to VPN?
No. With the exception of periodic software updates, you will not need to reinstall the client.

Q: Do we have a VPN access portal for each campus?
Yes, each campus has its own VPN portal. These are dc-vpn.ucdenver.edu and amc-
vpn.ucdenver.edu

Q: From where can | connect to VPN access portal?

You can connect from any remote location that is not on the campuses’ trusted or wired
networks. These include guest wireless, your home office, Starbucks, the mountains, the beach,
etc.

Q: Can | connect to VPN from the campuses’ wired networks?
No. You must be disconnected from the campuses’ trusted networks.

Q: | can’t connect to https://dc-vpn.ucdenver.edu and https://amc-vpn.ucdenver.edu from
the Guest wireless network.

a) If you are connecting on campus, ensure that you are fully disconnected from the trusted
networks. Disconnect from your docking station to remove the wired connection,
disconnect from CU Anschutz or CU Denver wireless, connect to CU Anschutz Guest or
CU Denver Guest, and then try connecting to the appropriate client for your campus.

b) If you are connecting off-campus, try clearing your browser cache or go to a site you
haven’t connected to before to ensure you are on the Guest wireless. You will see the
Guest wireless “Accept” page prior to connection.

GlobalProtect Desktop Client

Q: My VPN client says GlobalProtect and is not CU branded. Is this malware?
No. GlobalProtect is the branding for our campuses’ new VPN client from software vendor
PaloAlto. GlobalProtect is safe to use.

Q: Is there a GlobalProtect client for Linux users?

Yes. Download the Linux client from https://www1.ucdenver.edu/docs/default-source/offices-oit-
documents/vpn-client-software/global-protect-4-1-7-0-7-

signed.apk?sfvrsn=851496b8 2&download=true.

Important! The Linux process is different from Windows and Mac. Linux users must contact the
OIT Service Desk for a passcode with which to connect. Linux documentation will be posted on
OIT’s Service Impacting Projects tab for CU Secure at https://www1.ucdenver.edu/offices/office-
of-information-technology/news/article/office-of-information-technology/cu-secure-our-
campuses-multi-level-initiative-to-make-your-data-more-secure!.
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Q: Will the Cisco AnyConnect client go away or can | use this instead of GlobalProtect?
Yes. The Cisco AnyConnect client will be discontinued eight weeks after go-live on March 29.
You must begin using the new process after March 29.

Q: Can | connect to amc-anywhere.ucdenver.edu or auraria-anywhere.ucdenver.edu with
the GlobalProtect client?
No. Please use the new clients dc-vpn.ucdenver.edu and amc-vpn.ucdenver.edu.

Q: | can’t connect to VPN using my installed version of GlobalProtect.
Under Programs, right-click on Palo Alto Networks > GlobalProtect > Uninstall. Uninstall and
reinstall the agent.
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Duo Registration and Mobile Client

Q: Is there a mobhile client for all devices?
Yes. Duo Mobile exists for Android, Apple and Windows devices.

Q: Do | have to use a mobile device to authenticate to Duo?
No. You may also register a landline phone, like your office or home phone, and Duo will call
you on that device to authenticate.

Q: Can I register my work or home email to authenticate to Duo?
No. Duo requires a landline phone or mobile device (smart phone or tablet) to perform
multifactor authentication.

Q: lam accessing from China and am unable to connect.
China has a regulatory restriction on VPN clients that are not approved by the Chinese
government. Please check with your provider to determine if their firewall allows VPN.
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General Connection Troubleshooting Tips

Q: | am connected to the guest wireless network, but can’t connect to https://dc-
vpn.ucdenver.edu and https://amc-vpn.ucdenver.edu.

a) Verify that your browser brought up the guest wireless acceptance page and that you
have clicked Accept.
b) Try clearing you browser cache to clear out past connections.

Q: I am accessing from off campus and am unable to connect to VPN.
a) Check that you are connected to a wireless network or hotspot.
b) Verify that the location from which you are connecting allows access to VPN clients.

Q: Does clicking on the “remember me for 12 hours” check box on the Duo window
work?
No. Clicking on “remember me for 12 hours” does not work due to limitations in system.

Q: Will the multifactor authentication | use to access my personal information viathe CU
Resources tab in UCD Access change to the new process?

Not at this time. Please continue to authenticate within UCD Access using the current process.
In the future, OIT will implement the current process on our portal access and at that time, the
current process may change for accessing your personal information.
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