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ABSTRACT
The concept of the human voice as a reliable biometric signal is rapidly being accepted and
implemented in today’s society. State-of-the art call centers are increasingly incorporating automated
speaker recognition (ASR) technologies in an effort to enhance customer service and minimize
identity theft. In the forensics realm, ASR has been accepted in many European courts and may also
be accepted in US federal courts in the not too distant future. However ASR is relatively fragile due
to its dependency on the frequency dimension of the voice while not incorporating higher layers of
information such as prosody and accents. It can be degraded by a number of inter/intra speaker
characteristics, in addition to multiple variables along the signal chain.
Purposely modifying the frequency/pitch of a voice by electronic means is an effective
counter-forensic measure. It is most often implemented to mask the identity of an individual. Its use
can be considered legitimate when used to protect the identity of a witness in a television interview or
as part of a law enforcement investigation. However it can also be used to protect the identity of
individuals committing crimes ranging from classic scenarios such as phone calls for ransom requests
to recording video/audio messages inciting violence.
Electronic frequency/pitch modification impacts various common forensic analysis methods.
Vowel spaces are distorted thus neutralizing their use by phoneticians. Moderate changes degrade
likelihood ratio (LR) scores in ASR systems while aggressive changes induce additional errors by
distorting the format-frequency relationships outside of normal expected ranges.
The proposed Electronic Voice-Frequency Modification Analysis (ElVo-FMA) framework
covers key concepts, questions and procedures to enable practical real-world forensic speaker
comparison and identification efforts.
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CHAPTER 1
INTRODUCTION
This chapter will cover some basic concepts necessary to have the proper context and
background for understanding the impact of electronic frequency/pitch modification on Forensic
Automatic Speaker Recognition and the need for a coherent analytical framework.
1.1

Voice as a Biometric Signal
Biometrics is the science of establishing the identity of individuals based on their biological

and behavioral characteristics [1]. Identifying a person based on their speech can be both extremely
effortless as well as extremely difficult. For most people who have normal hearing capabilities
cognitive aural processes are extremely efficient at learning and remembering the sound
characteristics of people they know [2]. This ability is recognized to the point of having earwitness1
testimony allowed in military, federal and some state courts [3]. But to do so with scientific rigor,
with mathematical analysis in formal settings such as in the field of forensics, identifying individuals
by their speech is a very fragile process.
Human speech is an activity/performance-based signal in contrast to other biological-based
biometrics such as DNA, fingerprints and facial features [4][5]. It is not known whether or not every
person in the world produces utterances which are unique to them and different from those of all
other. We do not know if intraspeaker variability is always less than interspeaker variability and if
this relationship is true for all situations and under all conditions [2].
The human voice is very flexible and a person is susceptible to many influences that, in turn,
will affect the variability of his/her speech recording [6][7][8][9]. (see Figure 1) Some factors
include:

1

Testimony based on recall of auditory events, especially spoken messages uttered at the scene of a crime.
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Situational task stress: Speaking while doing a task that may require physical or
cognitive effort such as lifting, walking, operating a vehicle.



Vocal effort/style: Altering normal speech to account for social or environment such
as whispering, shouting, speaking to an audience, singing, or compensating for
speaking in the presence of noise (Lombard effect).



Emotional state: Speaking while experiencing deep emotional states such as sadness,
happiness, fear, or anger.



Physiological factors: Effects include illness, aging, exhaustion, age, under the
influence of medication/alcohol.



Interaction-based scenarios: Human-to-Human (one-on-one or in a group setting),
read/scripted vs. spontaneous speech, and Human-to-Machine scenarios.



Circadian rhythm-based: “Morning” vs. “evening” voice or “alert” vs “sleepy”.



Technological influences including:
o

Electromechanical: Transmission channels, devices (cellphone, landline,
computer), microphones.

o

Environmental: Background noise, room acoustics, microphone
distance/placement.

o

Data Quality: Sampling rate, audio codec and compression.

2

Figure 1 Sources of variability in speech recordings
In the same manner that we use voice as a biometric identifier in our daily lives it should not
come as a surprise that disguising our voices is a natural human counter-identification tactic.
Disguising a voice is not a modern phenomenon; it could be reasonably argued that it
probably began in pre-historic times as a natural result of the human social evolution. From the
earliest writings we find stories with examples of the use of voice disguises. For example in the
biblical book of Genesis, Chapter 27, we read a story about inheritance and deceit. Jacob, aided by
his mother Rebekah, tricks his elderly and blind father Isaac into pronouncing the socially significant
patriarchal blessing upon him instead of the legitimate heir, his brother Esau. In the critical moment
when Isaac is identifying his son we read:
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And Jacob went near unto Isaac his father; and he felt him, and
said, “The voice is Jacob's voice, but the hands are the hands of
Esau.” [10]
If we analyzed this story as a forensic speaker identification (FSID) case we could state that
Jacob used a “multimode” disguise approach, changing his physical appearance as well as his voice.
Under normal circumstances Isaac could have been considered a subject matter expert (SME) in
FSID when it came to his sons but his failing health produced a “false positive” identity assessment.
We can proceed to classify the intent for a person to disguise his/her voice into two general
categories: protecting an identity for illegal acts and protecting an identity for legal acts.
Protecting an individual’s identity while planning or committing an illegal act can cover a
wide range of activities including phone calls, recordings, or masked individuals: demanding money
in a robbery, extortion, threats of violence, stating demands in hostage situations, or planning among
collaborators. Usually this is perceived as a countermeasure against law enforcement or intelligence
authorities, situations where society usually sees it as “the bad guys trying to neutralize the good
guys”.
The second category is to protect an individual’s identity while conducting a lawful act. This
is a common scenario when a person is an eye witness to a crime but needs to protect its identity from
retaliation, like in the case of whistleblowers in workplace or corruption cases; witnesses to a crime
while testifying to authorities, or providing an interview to the media. This is usually seen as a
countermeasure against criminal or corrupt organizations and a pro-society and law enforcement
effort.
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Electronic frequency voice disguise is rapidly becoming more feasible with technology. Nonelectronic voice disguise requires ability, focus and stamina from the speaker that is not required
when using electronic means.
The approach towards applying digital electronic voice frequency/pitch disguise can be
divided into two general categories: voices that are clearly identified as disguised by naïve2 listeners
and voices that are disguised in subtle ways in an attempt to not be discovered as manipulated [11].
Voices that are clearly identified as digitally manipulated usually are used in scenarios where
it is of the utmost importance to not give up the identity of the speaker. The resulting aural
characteristics of the process are usually severe; pushing the frequency content higher or lower to an
unnatural state where it is relatively easy for the vast majority of naïve listeners to know the voice is
manipulated. On the other hand the manipulations cannot be so severe as to affect the intelligibility of
the speech since the message content must be understood by the listener.
Voices that are manipulated in a subtle manner have the goal to be imperceptible to aural
analysis, maintain enough natural sounding characteristics while modifying the features used in SID
methods. This is usually harder to attain due to the need of more sophisticated algorithms and the
limitations of audio bandwidth in scenarios such as telephones circuits versus fuller spectrum audio
channels.
1.2

Forensic Automatic Speaker Recognition
Speaker recognition is the general term used to describe the task of discriminating one person

from another based on the sound of their voices. But the term itself encompasses two subtasks:
speaker identification and speaker validation. For speaker identification the goal is to identify an
unknown speaker from a set of known speakers. For speaker verification an unknown speaker is

2

A listener who lacks specialized phonetic or linguistic training.
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claiming an identity (such as in the case of security systems) and the goal is to verify if this claim is
true. Unfortunately on the forensic community there is not a general agreement on the use of all these
definitions and acronyms and it will be common to hear/read other terms with similar meaning. As a
result it will be common to find similar terminology in the literature such as Automated Speaker
Recognition (ASR) although Automated Speech Recognition used the same acronym, Forensic
Automatic Speaker Recognition (FASR), Speaker Identification (SID) as well as Forensic Speaker
Identification (FSID), and Forensic Speaker Comparison (FSC) [12].
The general process for FASR (see Figure 2) goes from obtaining the speech signals,
extracting features, creating models and then implementing a comparison to the extracted features of
a questioned recording. The comparison algorithms usually provide a “similarity score” which then is
interpreted.
Feature extraction converts raw speech data into feature vectors. The most popular methods
include Mel-frequency cepstral coefficients (MFCC), Relative Spectral (RASTA) [13], and formant
(F0-F3) extraction [14].

Figure 2 General processing chain for automatic speaker recognition
6

The comparative analysis and score interpretation is usually based on a Bayesian inference
and the LR [15]. LR is defined by a ratio of two conditional probabilities; the probability (p) of the
evidence (E) given (|) the prosecution hypothesis (Hp) to the probability of evidence given the
defense hypothesis (Hd). The odds form of the LR is defined in the equation below:
LR

p(E|Hp)
p(E|Hd)

The probabilistic nature of the LR allows for visualization, thus providing insight into the
probability density functions of intra and inter variability.

Figure 3 LR Estimation with probability density functions
At the conceptual level LR is an assessment of the similarity between the suspect and
offender’s samples regarding a given parameter and the typicality of those values within a wider,
relevant population [16]. The outcome is a value that pivots on one, such that LRs >1 offer support
for Hp, and LRs <1 offer support for Hd. If LR=1 then there is the same probability between Hp and
7

Hd. The magnitude of the LR determines how much more likely the evidence would be under the
competing hypotheses. The range can be significant, sometimes requiring the use of logarithmic scale
to produce a logarithmic likelihood ratio (LLR). It may be necessary for a SME to translate a
LR/LLR score to a verbal scale when trying to communicate with triers-of-fact or the general public.
This should be done carefully since numerical results vary according to the quality of the suspect,
questioned, and population recordings.

Figure 4 Exemplar of a suggested LR Verbal Scoring Table3
A recent poll conducted by Interpol [17] revealed that out of 96 responding countries forty
four has speaker identification capabilities and twenty six forensic had either voice comparison
systems or automatic speaker recognition systems.
1.4

United States Law
The acceptance of normal, non-modified speech as part of a FSID expert testimony into a

court case is not a trivial matter. If we add the burden that the speech evidence has been

3
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modified/tampered, and yet we intend to still present expert testimony tying it to the identity of a
person, we must admit that it would be a very difficult legal hurdle to overcome.
In the United States federal courts the admissibility of expert testimony is subject to the
Federal Rules of Evidence (FRE), with special emphasis on Articles IV, VII, and IX [18]. In 1993 the
Daubert4 standard superseded the previous Frye5 standard for the interpretation of the FRE. Under
Frye the criteria for accepting expert witness was based on the “general acceptance in the particular
field in which it belongs.” while Daubert assigns the trial judge the role as a “gatekeeper” to ensure
that:


The testimony is based upon sufficient facts or data



It is the product of reliable principles and methods



The witness has applied the principles and methods reliably to the facts of the case

In pretrial hearings to assess whether an expert witness may be allowed to testify, commonly
referred to as a Daubert hearing, the judge has a non-exclusive checklist to evaluate the witness and
the proposed evidence:


Whether the theory or technique has been tested



Whether it has been subject to peer review and publication



Whether technique or theory produces results with a known potential error rate



Whether it has attracted a widespread acceptance within a relevant scientific
community

4
5



Whether it has the existence and maintenance of standards controlling its operation



Other factors to include:

Daubert v. Merrell Dow Pharmaceuticals, Inc., 509 U.S. 579, 125 L. Ed. 2d 469, 113 S. Ct. 2786 (1993)
Frye v. United States, 54 App. D.C. 46, 293F.1013, DC Ct App (1923)
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o

Whether experts are proposing to testify about matters growing naturally and
directly out of research they have conducted independent of the litigation, or
whether they have developed their opinions expressly for purposes of
testifying.

o

Whether the expert has unjustifiably extrapolated from an accepted premise
to an unfounded conclusion.

o

Whether the expert has adequately accounted for obvious alternative
explanations.

o

Whether the expert is being as careful as he would be in his regular
professional work outside his paid litigation consulting.

o

Whether the field of expertise claimed by the expert is known to reach
reliable results for the type of opinion the expert would give.

State courts do not have to accept FRE with the Daubert standard but thirty have accepted it
or have laws consistent with it, fourteen reject it6, and seven neither accept nor reject Daubert [19].
Puerto Rico, which is a territory of the United States has also adopted FRE and Daubert [20].
When it comes to speech evidence for FSID the US courts have been very conservative in
their interpretation of Daubert. As of this date FSID testimony has not been accepted as evidence in
an appellate federal court. The closest that speaker identification evidence has come to being
accepted, and establishing a precedent, was in United States v. Ahmed, et al. 12 CR 661 (S1) (SLT)
[21]. Mr. Mohammed Yusuf, together with Madhi Hashi and Ali Yasin Ahmed were accused of
providing support to al-Shabaab, a terrorist organization based in Somalia [22]. The case had speech
evidence that had been analyzed by acoustic, aural-phonetic, and automated speaker recognition

6

Including Washington DC
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methods [23]. The Daubert hearing lasted three days but since the accused pleaded guilty before the
beginning of the trial, the judge’s determinations were not made public and the opportunity to
establish precedence was gone.
The proposed ElVo-FMA framework could be very helpful in allowing electronically
modified speech to be accepted in a US federal court in the future it.
1.5

Electronic Frequency/Pitch Changers
To state that there is a plethora of tools to electronically alter the frequency/pitch of speech

recordings/transmissions is an understatement. An informal online market survey quickly provides a
wide variety of products that can be grouped into different categories including:


Professional audio production systems:
o

Broadcast: Adjust voice quality for commercials and protect interviewee
identity

o

Digital Audio Workstation (DAW): for music and audio productions in
studio settings





Phone-related
o

Android and iOS Apps: Multiple voice effects

o

External hardware: Microphone and settings

Entertainment
o

Hobbyist kits

o

First-person gaming applications

Electronic voice changers can also be classified by the speed of their algorithms which can
result in real-time, near real-time, and post-processing scenarios.

11

Figure 5 Examples of Voice Changer Options
1.6

Scope
The ElVo-FMA framework is described at a technology-agnostic level. It provides criterion

and a workflow based on a higher level than of specific signal processing algorithms. It is presented
in a holistic manner to reach technical, research, and investigative readers.
The electronic frequency/pitch changes conducted in this research were limited to Pitch
Synchronous Overlap and Add (PSOLA) based algorithms within Adobe Audition 3.0. The algorithm
determines a fundamental pitch period, segments audio into frames, and then reassembles those
frames with an overlap-add method at a different rate [24].

12

Figure 6 Illustration of PSOLA algorithm waveform modification
The software tools used to evaluate formant and LLR scores of modified speech samples are
treated as “black boxes”. No further effort is made to “look under the hood” of these tools beyond the
description provided in their documentation. This keeps the environment very compatible with “realworld” scenarios where investigators are not given access to algorithms that are protected by
intellectual property concerns of the tool developers.
1.7

Motivation and Goals
As I conducted my research and literature search it became more and more clear that there is

a gap in the academic, technical, and forensic communities regarding on how to deal with
electronically disguised voices.
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The main goal of this research is to develop ElVo-FMA as an analytical framework for
working with electronically modified frequency/pitch speech that serves academic, technical, and
forensic professionals. It can provide a common workflow that:


Facilitates communication between academic researchers to identify areas that could
benefit from collaboration.



Provides a clear map for forensic professionals, investigators, attorneys and triers-offact to evaluate speech evidence that may be presented.



Assist all participants in admissibility hearings by providing a common framework to
discuss and argue, in favor or against, on the admission of expert testimony
regarding electronically frequency/pitch modified speech.

14

CHAPTER 2
LITERATURE REVIEW
In this chapter an overview is presented of the most pertinent literature surrounding the issue
of voice disguise and its impact on forensic SID. The discussion will be organized into four major
groups:

2.1



Non-Electronic Voice Disguise vs Manual SID



Non-Electronic Voice Disguising vs Automated SID



Electronic Voice Disguising vs Manual SID



Electronic Voice Disguising vs Automatic SID

Non-Electronic Voice Disguise vs Manual SID
The majority of current literature found is focused on non-electronic disguises and its impact

on manual auditory and acoustic-phonetic analyses. The authors have a wide range of backgrounds
and address different perspectives including academic, law enforcement, and practitioners. As
expected, the results and recommendation for further studies covers a wide range of methodologies,
results and recommendations for future work.
Kirchhübel and Howard [25] conducted a study on detecting suspicious behavior using
speech and searching for correlation in acoustic cues. The work intended to explore changes or lack
of changes in the speech signal when people were being deceptive. A group of ten speakers provided
elicited truthful and deceptive speech in an interview setting. Acoustic analysis were done on various
speech parameters including fundamental frequency (F0), overall amplitude and mean vowel
formants F1, F2 and F3. No significant correlation between deceptive and truthful speech and any of
the acoustic features examined could be established. The researchers recommend follow on studies
with a larger test subject group and refinements to the test procedures. Kirchhübel would later have
15

the opportunity to do further testing and publish the results in her doctoral dissertation [26] where she
concludes: “For the majority of acoustic parameters no significant differences or trends can be
discerned that would allow for a reliable differentiation between deceptive and non-deceptive
speech.”
Solan and Tiersma [27] studied the field of earwitness in a forensic setting. One of their
findings was that the basic cognitive identification performance of humans, that they can identify
familiar voices with high accuracy but are poor performers in matching unfamiliar voices, get
amplified with voice disguises. In one study the results were of 79% accuracy in identifying familiar
disguised voices (whispering, mimicking accents, changing raising/lowering pitch, imitation of other
speakers) while no better than 20.7% success rate for unfamiliar disguised voices. They express
concern on the vulnerability of both expert and naïve listeners in the courts throughout the complete
investigative and judicial process.
Amno, Osanai, and Kamada conducted an overview of forensic speaker recognition for the
from a historical and procedural perspective [13]. Their research led them to conclude that:
“Robustness against noise or voice disguise is higher in human-based methods compared to
computer-based automatic methods. Therefore, aural identification is a suitable method, or at least
can be a good aid for other methods, when voice disguise exists.”
They point out that the most common voice disguises included changes in phonation such as
falsettos, shiwper, creaky voices, mimiking a foreign accent and pinching one’s nose.
Rhodes, through a literature survey in his doctoral dissertation [28], finds that the reported
use of non-electronic disguises in cases vary from less than 5% in the UK to up to 25% of cases in
Germany when the speaker is expecting his/her voice to be recorded. Human-based forensic SID can

16

also be severely impacted by other factors that can have a secondary disguise-effect such as extreme
distress, intoxication, drug addiction, multilingualism/L2 speakers or comparison between languages.
2.2

Non-Electronic Voice Disguising vs Automated SID
There have been relatively few published papers on the impact of non-electronic voice

disguise on automated or forensic SID systems.
Researchers at the China Criminal Police University [29] [30] have studied the effects of
non-electronic voice disguise efforts against a forensic ASR system from d-EAR Technologies [31]
which was developed at the Department of Computer Science & Technology in Tsinghua University7.
The participants were asked to try different disguising techniques including:


Raising and lowering pitch



Faster and slower speech



Whispering



Pinched nostril



Masking of mouth with hand



Bite blocking with a pencil



Chewing gum



Mimicking foreign accents

Their results showed significant impact from some of the techniques. Consciously raising
and lowering the pitch of speech affected the ASR tool, showing a significant degradation of the
tool’s Correct Recognition Rate (CRR) scores. Raising the voice pitch resulted in a CCR score of
only 10% while the score for lowered pitch was 55%.
7

The tool was described as capable of speaker identification and verification. No further technical details on its
classifiers or internal algorithms were provided.
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Researchers at the Speech Technology and Research Laboratory, SRI International, [32]
investigated the effects of non-electronic voice disguise efforts against an ASR system based on
GMM and cepstral features. Participants were encouraged to use disguise techniques of their
choosing including changing pitch or speaking rate, or mimicking an accent.
The results confirmed significant degradation when evaluating pitch-modified voice samples
through a data set that had been trained on unmodified voices. It was also observed combining human
evaluation together with ASR showed promising improvement.
2.3

Electronic Voice Disguise vs Manual SID
Brixen [33] explored the effects of commercially available DSP- based voice processing

algorithms on samples of a male speaker with the purpose of providing disguise. He used VoicePro, a
commercial stand-alone voice processor by TC Helicon, as well as Audition 3.0 from Adobe for the
tests. He selected a variety of algorithms and presets chosen to alter the voice but to not be considered
as too unnatural sounding. His analysis showed that in most cases the formants had shifted in their
frequency space. In some cases there were processing artifacts that caused linear predictive coding
(LPC) prediction of formants to produce erroneous results. He summarized that this would make
correct SID difficult.
Jessica Clark and Paul Foulkes [34] conducted a test where voices had their F0 modified in a
range of ±8 semitones. This was done with the commercial DAW software Sony Sound Forge
(version 8.0). The disguised voices were evaluated by a total of 36 listeners, ten males and twenty six
females.
Their results showed that the listeners performed best with unmodified voices, with an
average identification rate (AIR) of 59.7%. Identification rates fell in all disguised conditions, with
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the ±8 semitone conditions yielding the lowest rates. Rates were worse for the lowered F0 values
(AIR=31%) than for the corresponding raised F0 voices (AIR=41%).
2.4

Electronic Voice Disguise vs Automated SID
Perrot, Aversano and Chollet [35] [36] have led tests in support of the Forensic Research

Institute of the French Gendarmerie. Their work included a survey of non-electronic and electronic
methods to disguise voices and the impact on manual and ASR techniques. For electronic frequency
modification they are exploring their own technique called Automatic Language Independent Speech
Processing (ALISP) which shares some commonality with PSOLA techniques. For detection they
focused on using MFCC as well as GMM and SVM algorithms. They also discuss the topic of
reversing electronically-disguised voices. The published results were very limited and most in a
preliminary status.
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CHAPTER 3
ELECTRONIC FREQUENCY/PITCH MODIFICATION OF THE VOICE
This chapter contains an overview of the impact that modifying the frequency/pitch of voice
samples produce on the basic signal and some of the basic processing steps that are common in FSID.
3.1

Modification of Frequency Bandwidth Content
Automated forensic SID is based on analyzing the lower attributes of human speech,

mostly based on frequency characteristics. It is therefore reasonable to expect that modifications of
the frequency-spectral content will have a negative impact on the fundamental analyses and
identification processes. For example in Figure 7 the frequency-bandwidth view of four versions of
the same speech recording that have been lowered by a PSOLA algorithm have been superimposed
(Male voice, audio bandwidth of 22,050 Hz, 16 bits).8:

8



The green plot shows the spectral content of the unmodified sample.



The yellow plot shows the spectral content after being lowered one Semi-Tone.



The orange plot shows the spectral content after being lowered two Semi-Tones.



The purple plot shows the spectral content after being lowered four Semi-Tones.

Processed with Adobe Audition 3.0 VST “Pitch Shifter” Plugin
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Figure 7 Bandwidth of Male Voice; Original plus lowered by 1, 2 and 4 Semi-Tones
The pattern shifts are clearly seen, confirming that the lower pitch is not an “aural illusion”
but indeed a lowering of the energy related directly with the frequency by a discreet amount.9 We can
also observe in the figure that there seems to be a change in the spectral noise floor and in the
appearance of certain artifacts seen in the frequency dimension as nulls, peaks and valleys. These
artifacts are common byproducts of the different signal processing algorithms and may hold the key
to detection and identification of frequency modified voice samples.
The next two figures show a male voice recording, the first one (Figure 8) at the full
original recording bandwidth of 24 kHz (sample rate of 48 kHz). The second one (Figure 9) is
zoomed into the first 4000 Hz of the voice baseband. On both figures we have superimposed the
frequency-bandwidth view of four versions of the same speech recording speech recording that have
been modified by a PSOLA algorithm (Male voice, audio bandwidth of 24 kHz, 16 bits)10:

9

Depending on the specific western musical scale, a semi-tone step can be between 5-6% of increment or
reduction from the fundamental frequency.
10
Processed with Adobe Audition 3.0’s VST “Pitch Shifter” Plugin
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The green plot shows the spectral content of the unmodified sample.



The orange plot shows the spectral content after being lowered one Semi-Tone.



The purple plot shows the spectral content after being lowered two Semi-Tones.



The yellow plot shows the spectral content after being lowered three Semi-Tones.

Figure 8 Bandwidth of Male Voice: Original plus lowered by 1, 2 and 3 Semi-Tones

Figure 9 Zoom of Bandwidth of Male Voice; Original plus lowered by 1, 2 and 3 Semi-Tones
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The next two figures show the same male voice recording but in this case the frequency has
been raised instead of lowered. Figure 10 is the full original recording bandwidth of 24 kHz while
Figure 11 is zoomed into the first 4000 Hz voice baseband. On both figures we have superimposed
the frequency-bandwidth view of four versions of the same speech recording that have been
modified by a PSOLA algorithm (Male voice, audio bandwidth of 24 kHz, 16 bits)11:


The green plot shows the spectral content of the unmodified sample.



The orange plot shows the spectral content after being raised one Semi-Tone.



The purple plot shows the spectral content after being raised two Semi-Tones.



The yellow plot shows the spectral content after being raised three Semi-Tones.

Figure 10 Bandwidth of Male Voice; Original plus raised by 1, 2 and 3 Semi-Tones

11

Processed with Adobe Audition 3.0’s VST “Pitch Shifter” Plugin
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Figure 11 Zoom of Bandwidth of Male Voice; Original plus raised by 1, 2 and 3 Semi-Tones
The next figure (Figure 12) is of a male voice that has been recorded and modified on an
Android phone with a “voice changing app”12 while Figure 13 is zoomed into the first 7200 Hz
voice baseband. These types of apps usually apply more aggressive frequency changes in an effort
to make the voices clearly obvious to any naïve listener that they have been modified. The modified
voice samples were extracted as attachments to emails since this application does not change voice
in “real-time” for telephone conversations. The frequency-bandwidth view has been superimposed
of three versions of the same speech recording (audio bandwidth of 12 kHz, 16 bits, file format:
MP3):


The green plot shows the spectral content of the unmodified sample.



The red plot shows the spectral content after the voice being converted with the
“Chipmunk” settings.

12

Voice Changer (1.0.60), Author: Android Rocker, email: androidrocker@163.com
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The purple plot shows the spectral content after the voice being converted with the
“Old Man” settings.

Figure 12 Male Voice, Voice Changer App for “Normal”, “Chipmunk” and “Old Man”

Figure 13 Zoom View: Male Voice, Voice Changer Android App for “Normal”, “Chipmunk”
and “Old Man”
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We can clearly observe that there are changes in the frequency-bandwidth content of the
processed recordings that range from subtle to harsh and dramatic.
3.2

Impact on Formant-Based Analysis
Formant-based analysis is a foundational method of forensic SID. They are traditionally

implemented in an acoustic-phonetic methodology [14][37][38][39] and usually require highly
skilled SMEs. Some common tools used by the linguistic practitioner communities for formant
analysis include PRAAT [40], Wave Surfer [41] and Catalina© [42].
In general, a three-step process is followed to characterize a speaker and conduct a
comparison assessment. The first step is to transcribe recorded speech using a phonetic alphabet13
with most attention focused on the vowels (see Figure 14). The second step is to map the vowel
sounds onto a graph, where the X and Y axis are the formant pair frequencies. Since human vowel
utterances are rich in harmonics, each vowel can be represented by having energy content at F0
through F3 formants. The most common formant pairings for graphical representation are F1 vs. F2
and F2 vs. F3. The resulting plots provide a pattern that can be reduced to a centroid diagram to
improve clarity (see Figure 15 and 16) [42]. These reduced plots are then used for visual
comparison and SID determinations.

13

The most common phonetic alphabet used for the English language is defined by the International Phonetics
Association, https://www.internationalphoneticassociation.org/
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Figure 14 International Phonetic Association Chart for Vowels

Figure 15 Formant Space Plot - Unmodified
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Figure 16 Format Space Plot – Reduced Centroid View
The F1 vs. F2 formant-space plot of an unmodified recording of a male is shown in Figure
17 while the plot of the same recording modified lower by three semi-tones is shown in Figure 18.
The analysis has been done manually and five main vowel sounds have been mapped.
Visual inspection clearly shows that the F1/F2 frequency values for each vowel have
changed. It is also evident that the rate of change is different for each vowel and as a result the
shape of the pattern or “constellation” has also changed. Should an investigator have to make an
assessment on these two plots it would mostly result in a “does not match” determination. This
shows the clear anti-forensic effect of voice frequency/pitch manipulation against this form of
analysis.
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Figure 17 Formant Space Plot – Unmodified Male Voice

Figure 18 Formant Space Plot – Male voice lowered by three semi-tones
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Formant-based SID can also be done automatically with the software extracting, evaluating
and matching formant patterns. But these types of tools are also susceptible to manipulation of voice
frequency resulting in erroneous results.
The automatic formant analysis feature of Catalina© was used on three versions of a male
voice recording. The first recording was unmodified (see Figure 19), the second recording was
lowered by three semi-tones from the original (see Figure 20) and the third recording had the
frequency raised by three semi-tones from the original (see Figure 21). Notice how the mean values
of the formants F0 through F3 as well as their histogram distribution change.

Figure 19 Formant Frequency View: Unmodified male voice
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Figure 20 Formant Frequency View: Modified male voice down three semi-tones

Figure 21 Formant Frequency View: Modified male voice up three semi-tones
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There is also a trend in the F0 values that seems counterintuitive. The calculated mean F0
values for both lowered (129.6 Hz) and raised (132.2 Hz) frequencies are below the unmodified F0
value of 139.4 Hz. Since we have seen in previous figures that the raw frequency-bandwidth
spectrum directly correlates with the lowered or increase in of semi-tones steps, we can presume
that the electronic modifications have induced errors in the statistical computations. Based on
conversations with the author of Catalina©14, we suspect that the primary source of error in the
computations most likely come from the user-defined settings for the vowel frequency range (see
Figure 22). By default the tool detects the vowels [a], [e], [i], and [o] from the following settings:

Figure 22 Default Vowel Frequency Range in Catalina©
As voice recordings frequency are modified electronically and pushed to ranges not expected
in normal operations, it would be reasonable to expect that any other automated analysis tool may
suffer the same type of degradation and produce erroneous results as well.
3.4

Impact on Automated Speaker Identification
The last step of our evaluation on the potential impact of electronic frequency modification

was to test unmodified and modified voice recordings on an automated SID tool. Voice Inspector

14

Dr. Catalin Grigoras
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(VIN) by Phonexia was used as the tool due to its many desired features. VIN is a commercial stateof-the-art forensic SID software that uses various algorithms, including i-Vector processing and
Bayesian likelihood ratio calculations to evaluate voice evidence for law enforcement and intelligence
scenarios.
All the recordings used for the population database, suspect reference, and questioned voice
were sourced from the same podcasts producer15. This promoted minimum variability in the
source/channel for the voice recordings. The general population database was composed of a total of
fifteen male voice recordings. There were three suspect reference voice recordings and a total of
thirteen “questioned” voice recordings to be evaluated. The questioned voice recordings and the
suspect recordings were from the same individual. Of the questioned recordings, one was unmodified,
six were frequency lowered sequentially at one semi-tone intervals, and six were frequency raised
sequentially at one semi-tone interval.
Each questioned voice recording was processed automatically for SID assessment. By using
the same original recording for the unmodified and all the versions of the frequency-modified
recording, we can establish a correlation between the direction and amount of frequency modification
and the degradation in the LLR based score. The results are shown in Table 2.
The unmodified voice recording had an LLR score of 9.53, which has an equivalent verbal
score of “Strong evidence to support the prosecution hypothesis” which in layman’s terms could be
expressed as “strong evidence for a match between questioned and suspect voice”. The only other
recording that supported the “prosecution hypothesis” was the one that had been lowered by one
semi-tone. All other recording comparisons produced a LLR score that was significant in supporting
“Strong evidence against the prosecution hypothesis” which in layman’s terms could be expressed as

15

CNN’s weekly “Fareed Zakaria Global Public Square” podcasts acquired via iTunes.
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“strong evidence for no match between questioned and suspect voice”. (see Table 1) A visual
representation for a subset of comparisons; the unmodified voice (see Figure 23), modified voice
down three semi-tones (see Figure 24), and modified voice up three semi-tones (see Figure 25)
provide insight to the Bayesian framework being used for the assessment16.
Table 1 Log Likelihood Ratio scores for male voice samples

Name

LLR

FZ_GPS_February_15th_8kHz.wav

9.53

FZ_GPS_February_15th_8kHz_Dn1_Semi.wav

9.53

FZ_GPS_February_15th_8kHz_Dn2_Semi.wav

-23.3

FZ_GPS_February_15th_8kHz_Dn3_Semi.wav

-23.3

FZ_GPS_February_15th_8kHz_Dn4_Semi.wav

-113

FZ_GPS_February_15th_8kHz_Dn5_Semi.wav

-153

FZ_GPS_February_15th_8kHz_Dn6_Semi.wav

-104

FZ_GPS_February_15th_8kHz_Up1_Semi.wav

-32.2

FZ_GPS_February_15th_8kHz_Up2_Semi.wav

-68.8

FZ_GPS_February_15th_8kHz_Up3_Semi.wav

-124

FZ_GPS_February_15th_8kHz_Up4_Semi.wav

-124

FZ_GPS_February_15th_8kHz_Up5_Semi.wav

-142

FZ_GPS_February_15th_8kHz_Up6_Semi.wav

-176

16

The full forensic report generated by VIN, including LLR, Verbal Scores, and Bayesian graphics for all
thirteen questioned recordings are included in the Appendix.
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Figure 23 Unmodified Voice – Speaker ID Assessment

Figure 24 Modified Voice 3 Semi-Tones Down – Speaker ID Assessment
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Figure 25 Modified Voice 3 Semi-Tones Up – Speaker ID Assessment
The LLR scores clearly show that with the exception of a one semi-tone lowered recording,
all the other electronically modified voice frequency recordings degraded the effectiveness of
Phonexia’s VIN tool in a dramatic manner. Since other state-of-the-art automated SID software also
use i-Vector algorithms and similar processes it is reasonable to expect that this may be a problem for
this whole class of automated SID tools.
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CHAPTER 4
ELVO-FMA ANALYTICAL FRAMEWORK PROPOSAL
The proposed Electronic Voice-Frequency Modification Analysis (ElVo-FMA) framework
provides scientific, technical, and legal professionals a clear analytical pathway for the assessment of
the maturity level of tests, experiments, and methods for FSID. It provides context of the “big
picture” for specific tasks within the required path needed travel from having evidence to making a
forensic determination. Key benefits of ElVo-FMA include:


A unifying framework for researchers and scientists to place tests and experiments
within the proper context of related, and possibly interdependent, efforts within their
communities.



A workflow that guides investigators and forensic professionals through the process
of determining the utility of voice evidence in a specific case. Specifically it should
help assess if the questioned voice recordings can be used directly for forensic SID
and be presented to the courts, or only as an aid to help sort through other pertinent
case evidence.



A clear progression path for assessing the maturity of technical methods as viable
forensic methods.

ElVo-FMA is focused on answering four key questions and, depending on a binary “Yes/No”
answer to each one, guide the user towards the next logical step. An answer of “Do not know” or
“Inconclusive” provides a natural stopping point on the workflow and highlights a potential gap in
current capabilities and potential area of needed research.
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Figure 26 ElVo-FMA Flowchart Diagram
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4.1

Obtaining Speech Evidence
The ElVo-FMA process begins when voice evidence (in the case of an investigation) or voice

test files (in the case of research) have been obtained. In the case of voice evidence it is imperative
that this be done in a forensically sound manner. In today’s digital environment this means that it
should be treated and handled the same way as if this were any other digital evidence and thus
appropriate to apply comparable computer forensics methods. Proper documentation is necessary in
order to comply with “chain of custody” requirements. Assurance of “non-contamination”, such as
the use of write-blocking technology, hash calculations and safe archival of original files should be
observed. At this stage we assign the voice evidence to be in “Stage 0” which means that no ElVoFMA analysis has yet begun. For this proposed framework the voice evidence can be considered to be
in its raw stage ready to begin analysis.
4.2

ElVo-FMA Key Assessments - Four Questions
Once the evidence file/s have been obtained in a forensically sound manner it is time to begin

the evaluation. ElVo-FMA’s workflow will be directed based on assessing the answer to four key
questions:

4.3



Has electronic frequency modification been applied to the voice evidence?



Is the method of electronic voice modification known?



Are the settings/values of the electronic modification method known?



Is the electronic modification reversible from a forensic SID perspective?

ElVo-FMA Stage 1 - Has Electronic Frequency Modification Occurred?
Determining if electronic modification has been done can be more complex than at first

thought. A multimodal approach is often a more effective and robust way to proceed. In an
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investigation a determination can be reached by a combination of methods which include:
investigative leads, acoustic methods, and technical analyses.

Figure 27 ElVo-FMA Stage 1 Flowchart Diagram
Investigative leads and resources can be used to determine if electronic frequency
modification has been used. These can include:


Confession by the suspect or person of interest



Corroboration or confession by an associate of the suspect or person of interest



Written documentation stating the use of electronic frequency modification
techniques



Intercepted communications where frequency modification has been stated or
suggested



Seized pertinent hardware and/or software by law enforcement authorities

Aural methods are the most natural for human beings and common today for determining if
there has been electronic frequency modification. These can include:
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Aural analysis by naïve listeners: It should be noted that most naïve listeners can only
detect frequency modification when it is extreme and obvious, such as the case of
“chipmunk-like” or “deep monster-like” effects. Slight modifications may be
extremely difficult to detect. Also highly susceptible to biases and cognitive
limitations.



Aural analysis by forensic experts which may include a variety of approaches such as
linguistic-language-acoustic techniques.

Technical methods use a variety of signal processing, statistical, and forensic techniques.
These may include:


Forensic analysis of file metadata [43]: signature of software or methods known to
modify the voice frequencies



Signal Processing Methods: Voice analysis based on a variety of acoustical
measurements



Signal Processing Methods: Acoustic voice and environment analysis



Statistical analyses including Machine Learning algorithms

The first decision point is based on a “Yes” or “No” binary decision. If the determination of
frequency modification is “No” then the voice evidence can proceed to be evaluated, analyzed and
interpreted by a conventional forensic SID process. This should be implemented in a manner that has
been accepted by the courts, satisfying Daubert, Frye, or other accepted legal standards.
If the determination of frequency modification is “Yes” then the voice evidence can proceed
to enter the second phase of the framework.
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4.4

ElVo-FMA Stage 2 - Is the Method Known?
Investigative leads, acoustic methods, and technical analyses can also be used to assess if the

modification method is, or can be, known.

Figure 28 ElVo-FMA Stage 2 Flowchart Diagram
Investigative leads and resources can include:


Confession by the suspect or person of interest



Corroboration or confession by an associate of the suspect or person of interest



Written documentation stating the use of electronic frequency modification
techniques



Intercepted communications where frequency modification has been stated or
suggested



Seized pertinent hardware and/or software by law enforcement authorities
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Aural methods can be useful but may be limited to specialized forensic experts. The
identification of a type of method for frequency modification will most probably be beyond the
capability of most naïve listeners. The forensic expert should have training and proven proficiency to
make basic assessments such as fundamental frequency modification.
Technical methods for identifying modification is an area of much interest to researchers
today and can include:


Forensic analysis of file metadata: signature of software or methods known to modify
the voice frequencies



Signal Processing Methods: Voice analysis based on a variety of acoustical
measurements



Signal Processing Methods: Acoustic voice and environment analysis



Statistical analyses including Machine Learning algorithms

The second decision point is also based on a binary decision of “Yes” or “No”. If the
identification of the method of frequency modification is “No” then the voice evidence should not be
presented to the courts as part of a conventional SID process. This does not mean however that the
usefulness of the voice evidence is gone. It would be very beneficial to add it to an “Electronically
Modified Voice corpus” and set aside for further technical analysis. While the use of such evidence
for scientific research may vary from jurisdiction to jurisdiction, the establishment and care of such a
corpus can be highly beneficial for the development and discovery of future methods.
If the identification of the method of frequency modification is “Yes” then the voice evidence
can proceed to enter the third phase of the framework.
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4.5

ElVo-FMA Stage 3 - Are the Settings/Values of the Modification Parameters Known?
Investigative leads, acoustic methods, and technical analyses can be used to assess if the

modification settings/values are, or can be, known. These can vary depending on the implementation,
varying from many adjustable parameters for more sophisticated methods to simple presets on others.

Figure 29 ElVo-FMA Stage 3 Flowchart Diagram
Investigative leads and resources can include:


Confession by the suspect or person of interest



Corroboration or confession by an associate of the suspect or person of interest



Written documentation stating the settings used for electronic frequency modification



Intercepted communications where the settings for frequency modification have been
stated or suggested



Seized pertinent hardware and/or software by law enforcement authorities with the
settings still preserved
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Aural methods can be useful but may be limited to specialized forensic experts. The
identification of setting values will most probably be beyond the capability of most naïve and expert
listeners.
Technical methods for identifying modification method is an area of much interest to
researchers today and can include:


Forensic analysis of file metadata: signature of software or methods known to modify
the voice frequencies



Signal Processing Methods: Voice analysis based on a variety of acoustical
measurements



Signal Processing Methods: Acoustic voice and environment analysis



Statistical analyses including Machine Learning algorithms

The third decision point is based on a binary decision: Yes or No. If the identification of the
method of frequency modification is “No” then the voice evidence should not be presented to the
courts as part of a conventional SID process. Just as in the previous step (ElVo-FMA Stage 2) it
would be very beneficial to add it to an “Electronically Modified Voice corpus” and set aside for
future scientific analysis.
If the identification of the method settings/values of frequency modification is “Yes” then the
voice evidence can proceed to enter the fourth phase of the framework.
4.6

ElVo-FMA Stage 4 - Is the Modification Reversible?
Reversing the effect of electronic frequency modification could be considered as the ultimate

forensic SID goal. By the term “reversible’ we mean that the voice evidence can be pre-processed in a
manner that allows it to then be input into a conventional forensic SID process, to be evaluated with a
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corpus of unmodified suspect and general population. This capability would counter the attempt by
criminals to disguise their voices and eliminate another technique to elude identification.
At the writing of this thesis the literature search does not indicate that this is currently
possible for most, if not all, frequency modification techniques. But if such methods were available it
would be necessary to meet scientific, technical, as well as legal standards such as Daubert/Frye for it
to be acceptable in a court of law. As a result, the question of “Is the process reversible?” highlights
ElVo-FMA’s effectiveness in identifying possible avenues of research for addressing the capabilities
gap within the forensic SID community and potential ways to address them in the search for an
acceptable forensic solution.

Figure 30 ElVo-FMA Stage 4 Flowchart “No” Branch Diagram
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As with previous key decision points, we also have a binary “Yes” or “No”. If it is
determined that the answer for “reversibility” is a “No”, this can lead then to another question: Can a
modified SID process be applied that would be scientifically and legally sound? Another paradigm
could open for forensic SID. What if there is sufficient inter/intra-variability definition in not only the
evidence voices, but also in the corpus of suspect and general populations that have been also
modified with the same process? Could it be feasible to apply a modified SID process, with the same
currently accepted Bayesian philosophy, to conduct a rigorous assessment of “Match/No-Match”?
This ElVo-FMA stage highlights a potentially new and exciting field of research. A “Yes” to a
modified forensic SID process would be of much interest to the community. On the other hand a
“No” would then result in the recommended path of adding the voice data to a database of modified
voice corpus for further scientific or technical analysis.
Answering “Yes” for the “reversibility” question also leads to a potentially exciting path.
What are those techniques? What methods are the most promising?

Figure 31 ElVo-FMA Stage 4 Flowchart “Yes” Branch Diagram
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The application of a conventional forensic SID method to a “converted” voice data must
satisfy scientific, technical, and legal standards. At the writing of this thesis, literature search suggests
this area of endeavor is at its infancy.
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CHAPTER 5
PATH FORWARD
The recommendations in this section can be organized as two groups; those consistent with
the topic of research and deficiencies discovered during this endeavor.
5.1

Principal Recommendations
The ElVo-FMA framework should be disseminated throughout the academic and forensic

communities for adoption. It provides a clear workflow that promotes a holistic, multidiscipline,
collaboration. It empowers clear communication that will facilitate technological advancements as
well as accelerate the compliance with the US FRE and Daubert.
Another recommendation is to develop a taxonomy of electronically frequency/pitch methods
where hardware and software tools can be mapped, classified and disseminated. This would be most
beneficial for law enforcement and investigative partners. Such a taxonomy can leveraged in such a
way as to map out the method and, if possible, a counter-method for analysis and neutralizing voice
disguise tools using electronic frequency/pitch modification.
A third recommendation is to conduct research on how to optimize feature extraction
methods, such as MFCC and LPC, to frequency/pitch modified techniques. The results in this
research concur with the literature research; that the reliability of FSID tools degrade rapidly in the
presence of frequency modified speech and can be considered today as an effective anti-forensic
method.
5.2

Deficiencies
During this research there were deficiencies identified in current practices that merit to be

revisited. These include:
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Exploring expanding the voice channel to beyond the 4 kHz bandwidth paradigm.
Today there are many options to transfer voice through channels with much wider
bandwidth. Most, if not all, FASR systems can only process 4 kHz-wide speech
signals. While this is understandable when dealing with data that has travelled
through phone telecommunications infrastructure the landscape of audio
communications is changing at an accelerated pace.



Increase research and testing with female voices. The vast majority of published
research focuses on male voices; a more balanced corpus and research focus is
needed.
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